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Course Outline and Organization

• IoT Technologies
• Big Data & Databases
• Introduction to Cloud Computing
• Cloud Computing basic concepts
• Cloud architectures
• High Peformance Computing
• Real Applications & Examples
• Lab Session
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Laboratorio di Cloud Computing

Lecture 1 - IoT Technologies

Docente: Riccardo Rosati
riccardo.rosati@unimc.it



Today’s Lesson

• Knowledge assessment
• Introduction
• What is IoT? 
• Why IoT?
• Applications
• Question Time
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"When wireless is perfectly applied the whole earth will be converted into 
a huge brain, which in fact it is, all things being particles of a real and 
rhythmic whole. We shall be able to communicate with one another 
instantly, irrespective of distance. Not only this, but through television and 
telephony we shall see and hear one another as perfectly as though we 
were face to face, despite intervening distances of thousands of miles; 
and the instruments through which we shall be able to do his will be 
amazingly simple compared with our present telephone. A man will be 
able to carry one in his vest pocket." - Nikola Tesla, 1926
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The vision
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IoT History 



What is IoT ? 

• The Internet of Things (IoT) refers to the ever-growing
network of physical objects that feature an IP address for
internet connectivity, and the communication that occurs
between these objects and other Internet-enabled devices
and systems.

• In simple words, Internet of Things (IoT) is an ecosystem
of connected physical objects that are accessible through
the internet.

• It is also referred to as Machine-to-Machine (M2M),
Skynet or Internet of Everything.
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Why IoT ? 

Smart Systems and Internet of Things are driven by a combination of:

1) Sensors
2) Connectivity
3) People & Processes
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Sensors

We are giving our world a 
digital nervous system. Think
about GPS for location 
systems, eyes and ears using
cameras and microphones, 
along with sensory organs
that can measure everything
from temperature to 
pressure changes.
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Connectivity

These inputs are 
digitized and 
placed onto
networks…
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People and Processes

These networked input 
can then be combined into
bi-directional systems that
integrate data, people, 
processes and systems for 
better decision making.
The interactions between
these entities are creating
new types of smart
applications and services.



Why IoT ? 
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Why IoT ? 
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Why IoT ? 



Why IoT ? 

Dynamic control of industry and daily life
§ Improves the resource utilization ratio
§ Integrating human society and physical systems
§ Flexible configuration
§ Acts as technology integrator
§ Universal inter-networking
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Why IoT ? 
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Internet of Things can connect devices embedded in various systems to the internet. 
When devices/objects can represent themselves digitally, they can be controlled from 
anywhere. The connectivity then helps us capture more data from more places, 
ensuring more ways of increasing efficiency.

IoT is a transformational force that can help companies improve performance through 
IoT analytics and IoT Security to deliver better results. Businesses in the utilities, oil & 
gas, insurance, manufacturing, transportation, infrastructure and retail sectors can reap 
the benefits of IoT by making more informed decisions, aided by the torrent of 
interactional and transactional data at their disposal.



Why IoT ? 

• IoT platforms can help organizations reduce cost through improved process 
efficiency, asset utilization and productivity.

• The growth and convergence of data, processes and things on the internet 
would make such connections more relevant and important, creating more 
opportunities for people, businesses and industries.
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Some examples..
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https://www.youtube.com/watch?v=xKYABI-dGEA



Not everything makes the cut…
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https://www.youtube.com/watch?v=8y-1h_C8ad8
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IoT technologies
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IoT technologies
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IoT technologies
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IoT technologies
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IoT technologies
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IoT technologies



13/04/23 Laboratorio di Cloud Computing 28

Poised to generate $100Billion by lowering operating
costs by reducing energy consumption through the integration
of HVAC and other systems.

Smart Building
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Gas Monitoring

Generate USD 69Billion by 
reducing meter-reading costs 
and increasing the accuracy of 
readings for citizens and 
municipal utility agencies.

IoT technologies
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Smart Parking

Create USD 41Billion by providing visibility 
into the availability of parking spaces 
across the city.

Residents can identify and reserve the 
closest available space, traffic wardens
can identify non-compliant usage, and 
municipalities can introduce 
demand-based pricing.

IoT technologies
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Water Management

Could generate USD 
39Billion by connecting 
the household water 
meter over an IP network 
to provide remote 
information on use and 
status

IoT technologies
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A Retail application

https://www.youtube.com/watch?v=qz3qbQoJbOg
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IoT issues
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• For the IT department, the IoT will create a need to manage large numbers of different types of
devices, many of which may not be able to ask a user for login credentials or run
traditional security software. For hackers, the sheer quantity and diversity of these devices will
increase the potential attack surface. Gartner estimates that by 2020, more than 25 percent of
all enterprise attackers will make use of the IoT. The challenge of preventing attacks will
be compounded by IoT deployments in settings where there is an absence of technical
expertise, such as homes and small enterprises.

• From an operational technology perspective, the Industrial IoT (IIoT) makes industrial control
systems more autonomous and connected. Cyber physical systems affect the physical world and,
when compromised, significant material damage may be caused, safety may be jeopardized, and
the environment may be harmed. Hence a successful attack on an IIoT system has the potential to
be as serious as the worst industrial accidents to date.

Security Issues



Where are we going? An example: Amazon Go
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https://www.youtube.com/watch?v=NrmMk1Myrxc


